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Employability Skills: Systems Thinking
Program Information
Lesson: 
· Employability Skills: Systems Thinking
Training: 
· Premises Cabling
Time frame: 
· 60 minutes
Instruction Section
Learning Objectives:
· Define systems thinking and describe its key principles, including interconnectivity, feedback loops, and leverage points, within the context of premises cabling.
· Identify the interrelationships among different components of a premises cabling system and analyze how changes or errors in one component can affect the overall system's performance and reliability.
· Apply systems thinking principles to troubleshoot and plan cabling projects, proposing solutions that consider the entire system and prevent cascading issues from common cabling mistakes. 
Assessment Tools/Methods:
· Assess understanding through active participation in class discussions and responses to targeted questions during the lesson. 
· Evaluate the effectiveness of the group mapping exercise by examining the accuracy and thoroughness of the cabling system maps and the quality of group discussions.
Learner Prior Knowledge:
· Basic Understanding of Networking: Knowledge of fundamental networking concepts such as IP addressing, subnetting, and the OSI model and familiarity with basic network devices like switches, routers, and access points.
· Premises Cabling Fundamentals: Understanding of different types of cabling (e.g., Cat5e, Cat6, Cat6a, fiber optics) and their respective uses. Basic knowledge of cabling standards and best practices, such as TIA/EIA-568 standards.
· Troubleshooting Experience: Basic troubleshooting skills for diagnosing and resolving connectivity issues and experience in identifying and correcting common cabling problems, such as crosstalk, attenuation, and improper terminations. 
· Documentation Practices: Understanding of the importance of documenting network layouts, cabling routes, and configurations and familiarity with labeling standards and practices for cables and network components.

Instructional Activities:
1. Begin by briefly introducing the topic and objectives of the lesson.  
2. Explain the importance of systems thinking in premises cabling.
Activity 1: Systems Thinking Fundamentals
1. Have the group define systems thinking. 
a. Systems thinking is a way of understanding how different parts of a system interact and affect each other. It involves looking at the whole system rather than just individual components, recognizing that changes in one part can impact the entire system. It helps to see patterns and connections to better understand and solve problems.
2. Discuss the key principles of systems thinking. 
a. Interconnectivity: How all parts of a system are connected and interact with each other. 
i. Example in Premises Cabling: How the quality of cables, connectors, and switches all influence the overall network performance
b. Feedback loops: The cycles where outputs of a system are fed back into the system as inputs, influencing future behavior. 
i. Example in Premises Cabling: Regular testing and monitoring of network performance can reveal issues that, when addressed, improve future performance and prevent recurring problems.
c. Leverage points: Strategic points within a system where a small change can lead to significant improvements or impacts. 
i. Example in Premises Cabling: Upgrading a central switch to a higher capacity model can significantly improve overall network speed and reliability, even if other parts of the system remain unchanged.
3. Explain how understanding the whole system (not just individual components) is crucial in cabling projects. 
4. Discuss examples such as the impact of cable choice on overall network performance and future scalability. 
5. Have a group discussion about how changing one component in a premises cabling layout affects the entire system (e.g., upgrading cables from Cat5e to Cat6a).
Activity 2: Understanding Mistake Cascades
1. With the group, list and explain common mistakes in premises cabling (e.g., improper cable management, incorrect terminations, poor documentation).
2. Present the real-life scenarios from the Cascading Mistakes Handout for Instructors where small errors led to significant problems. 
3. Have participants brainstorm ways the mistake presented in the scenario can trickle-down into multiple issues.
4. Ask participants to share experiences where a small error had a large impact. 
5. Discuss what could have been done differently to prevent these issues.
Activity 3: Mapping a Cabling System
1. Divide participants into small groups and allow groups to choose one of the scenarios from the Mapping a Cabling System Handout.
2. Have each group create a visual map of the cabling system, showing interconnections and identifying potential points of failure or improvement using the prompts on the handout. 
3. Allow groups time to present their maps and discuss their thought process. 
4. Have a short group discussion after each presentation to discuss how one change in the system could impact the system as a whole.
Activity 4: Troubleshooting with Systems Thinking and Wrap-up
1. Present the following scenario to the group. 
a. Scenario: A medium-sized law firm recently upgraded its office network infrastructure, including new Cat6 cabling, switches, and routers. After the upgrade, employees started experiencing intermittent connectivity issues, slow internet speeds, and frequent network outages. The IT team needs to identify and resolve these issues to ensure stable and reliable network performance.
2. Ask participants to work individually or in pairs to identify potential causes considering the entire system, not just isolated components. 
3. Discuss the solutions proposed by participants. 
4. Emphasize the importance of considering all interrelated components and feedback loops. 
5. Recap the importance of systems thinking in premises cabling. 
6. Highlight the key principles discussed and how they apply to real-world scenarios

 Resources:
· Whiteboard and markers
· Cascading Mistakes Handout for Instructors 
· Mapping a Cabling System Handout


[bookmark: _Hlk166494216]Reflection Section
Reflect on what you learned about systems thinking.  How do you plan to apply systems thinking in your future cabling projects? What did you find most challenging about applying systems thinking to your future work?



Note: AI, specifically ChatGPT 3.5, was used to generate scenarios for this contextualized lesson plan.



Cascading Mistakes Handout for Instructors
Real-Life Examples of Small Errors Leading to Significant Problems in Premises Cabling - Use the material presented to hold a group discussion related to the trickle-down effects of the mistake presented in each scenario.
Example 1: Incorrect Cable Labeling Leading to Network Downtime
Scenario: In a large corporate office, the IT team was responsible for maintaining the network infrastructure, which included hundreds of network cables running through multiple floors. During a routine maintenance check, a technician needed to replace a faulty switch in one of the Intermediate Distribution Frames (IDFs).
Small Error: The original installation team had improperly labeled the network cables. Some cables were mislabeled, and others had labels that had worn off or fallen off over time. This labeling issue caused confusion, and the technician accidentally disconnected a critical cable while trying to replace the switch.
Significant Problem:
· Immediate Impact: The disconnection of the critical cable led to the immediate loss of network connectivity for an entire floor, causing a significant disruption to business operations.
· Extended Downtime: Due to the labeling confusion, it took the IT team several hours to correctly identify and reconnect the affected cable, extending the network downtime.
· Business Consequences: Employees were unable to access essential applications and data, leading to a significant loss of productivity. The company also faced potential financial losses due to the interruption in operations.
· Preventive Measures: Proper cable labeling and regular maintenance checks to ensure labels remain intact could have prevented this issue.
Example 2: Poor Cable Management Causing Signal Interference
Scenario: A data center for a financial services company was experiencing intermittent network performance issues, which were impacting transaction processing and causing delays in financial operations.
Small Error: During the installation phase, the cabling team did not adhere to proper cable management practices. Network cables were not neatly organized or separated; instead, they were bundled together with power cables, causing electromagnetic interference (EMI).
Significant Problem:
· Signal Interference: The proximity of the network cables to power cables caused EMI, leading to signal degradation and intermittent connectivity issues.
· Troubleshooting Complexity: Identifying the source of the interference was time-consuming and complex, requiring detailed inspection and testing of the cabling infrastructure.
· Operational Impact: The intermittent network issues led to delays in processing financial transactions, affecting the company’s ability to provide timely services to clients.
· Financial Losses: The company faced potential financial losses due to transaction delays and the costs associated with troubleshooting and resolving the issue.
· Preventive Measures: Adhering to proper cable management practices, such as separating network and power cables and using cable trays and conduits, could have prevented the interference problem.
Conclusion
These examples illustrate how seemingly minor errors in cabling practices, such as improper labeling and poor cable management, can lead to significant operational disruptions and financial losses. By applying systems thinking and ensuring attention to detail in cabling installations, such issues can be mitigated or prevented altogether.





Mapping a Cabling System Handout
Scenario 1: New Office Setup
Background: A technology startup is moving into a new office space and needs to set up a robust network infrastructure. The goal is to ensure efficient data flow and future scalability.
Steps for Mapping the Cabling System:
1. Site Survey:
· Conduct a thorough site survey to understand the office layout, identifying key areas such as workstations, conference rooms, and server rooms.
2. Identify Key Components:
· Main Distribution Frame (MDF)
· Intermediate Distribution Frames (IDFs) on each floor
· Backbone cabling (fiber optic)
· Horizontal cabling (Cat6/Cat6a)
· Network outlets and patch panels
· Network devices (switches, routers, access points)
3. Create the Map:
· Sketch the office floor plan, marking the locations of MDF, IDFs, and key areas.
· Draw the backbone cabling routes from MDF to IDFs.
· Add horizontal cabling routes from IDFs to network outlets in each work area.
· Include network devices and their connections to patch panels and switches.
4. Document Details:
· Label all components and cables.
· Include information on cable types, lengths, and termination points.
· Note power sources and any potential sources of interference.
5. Review and Verify:
· Review the map with the installation team to ensure accuracy.
· Verify the map against the actual installation to confirm all details are correctly represented.

Scenario 2: Troubleshooting Network Issues
Background: A corporate office is experiencing network performance issues, including slow speeds and intermittent connectivity. The IT team needs to map the existing cabling system to identify potential problems.
Steps for Mapping the Cabling System:
1. Initial Assessment:
· Gather information about the network issues from employees and network monitoring tools.
· Identify key areas and components where issues are most frequent.
2. Inspect Physical Infrastructure:
· Examine the MDF, IDFs, and cabling routes for any visible issues such as damaged cables or poor cable management.
· Check network devices for proper operation and configuration.
3. Create the Map:
· Draw a detailed map of the current network layout, including MDF, IDFs, backbone, and horizontal cabling.
· Mark all network devices, patch panels, and outlets.
· Highlight any areas with potential issues or known problems.
4. Document Findings:
· Label all components and cables, noting any discrepancies or issues found during the inspection.
· Include details about cable types, lengths, and termination points.
5. Analyze and Identify Issues:
· Use the map to identify potential points of failure, such as damaged cables, misconfigurations, or sources of interference.
· Prioritize areas for further testing and troubleshooting.
6. Review and Plan Solutions:
· Review the map and findings with the IT team.
· Develop a plan to address identified issues, considering the overall network layout and interdependencies.
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